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1. ABOUT MSA NATIONAL  

This policy extends to MSA National Pty Ltd’s (MSA) business including Board members, 

employees and contractors / agents / representatives (where relevant). 

 

The Privacy Act 1988 (Cth) (‘Privacy Act’), the Australian Privacy Principles, Privacy Regulation 

2013 (‘Regulations’) and registered privacy codes govern the way in which we must manage your 

personal information (‘Privacy Laws’). 

 

This Privacy Policy sets out how we collect, use, disclose and otherwise manage your personal 

information. 

 

In this policy, “we”, “us” and “our” means all of MSA’s Australian offices. 

2. WHAT IS PERSONAL INFORMATION?  

Personal information includes any information or opinion, about an identified individual or an 

individual who can be reasonably identified from that information. The information or opinion 

will still be personal information whether it is true or not and regardless of whether we have 

kept a record of it.  

  

Some examples of personal information may include your:  

a) Name 

b) Date of birth 

c) Citizenship 

d) Mailing or residential address details 

e) Contact details such as telephone numbers, email address, social media platform user 

name 

f) Occupation and place of work 

g) Government issued identifiers such as Tax File Number, Medicare Number or Driver’s 

License Number 

h) Bank account and credit card details 

i) Credit history, credit capacity, ability to be provided with credit or credit worthiness 

j) Signature, photograph, video or audio recording 
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k) Sensitive information such as information relating to your health, biometric data, 

criminal history, racial or ethnic origin 

3. SENSITIVE INFORMATION  

We generally do not collect ‘sensitive information’ as defined under the Privacy Laws and we 

further restrict collection of such sensitive information to circumstances where we have either 

obtained your express consent or a permitted general situation exists. 

 

Sensitive information is personal information that includes information relating to your racial or 

ethnic origin, criminal history, sexual orientation, membership of any trade or professional 

associations. 

4. WHY DO WE NEED YOUR PERSONAL INFORMATION?  

If we deal with you as a current or prospective customer or client, we may collect, hold, use, 

disclose and receive personal information from you or about your customers in order for us to 

provide any of our services and products to you and on your behalf to your customers and to 

comply with our legal and regulatory obligations. 

 

We do not collect personal information unless it is reasonably necessary for, or directly related 

to, one or more of the services or products we provide or functions we carry out. 

 

We understand some information is more sensitive so we will be clear about why we are 

collecting it, what we intend to use it for and how we will protect it. 

 

During the provision of our services or products, we collect, hold, use and disclose your or your 

customer’s personal information provided to us which is necessary to carry out our business 

functions or activities. These functions and activities may include: 

 

a) Providing various products and services relating to our business to you or to your 

customers on your behalf 

b) Transaction information 

c) Throughout the life of the products or services that we provide to you or to your 

customers on your behalf, during this time we may also collect and hold additional 

personal information about you or your customers 

d) Making a record of queries or complaints you or your customers make and collecting 

additional information to assess the claim 

e) Arranging for services to be provided by third parties appointed by us 

f) Providing you with information about other services that we offer that may be of 

interest to you 

g) Enhancing our customer service and product options (see the section 'Will my personal 

information be used for direct marketing?') 

h) Facilitating our internal business operations, such as record keeping, data analytics, 

auditing, training and including the fulfilment of any of our legal requirements 
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5. WILL MY PERSONAL INFORMATION BE USED FOR DIRECT 

MARKETING?  

We use and disclose your personal information to keep you informed about the range of 

financial products and services we offer. You can opt out of receiving direct marketing 

information from us at any time. 

6. WHAT HAPPENS IF I DO NOT PROVIDE INFORMATION THAT HAS 

BEEN REQUESTED? 

If you do not allow us to collect all of the personal information we reasonably request, we may 

not be able to deliver those products or services to you or on your behalf to your customers or 

be unable to identify you to protect you against fraud. 

7. HOW DO WE COLLECT PERSONAL INFORMATION?  

a) When you interact with MSA, you may provide us with personal information that we 

need to use to provide you with our products and services. We collect most personal 

information directly from you or your customers whether in person, on the phone or 

electronically. 

b) We collect, hold, use and disclose your personal information which is necessary to carry 

out our business functions or activities. These functions and activities include: 

i. when you apply for, register your interest in, or enquire about a product or 

service; 

ii. when we provide a product or service to your customers on your behalf; 

iii. checking whether you are eligible and providing to you or your customers on 

your behalf our products or services; 

iv. helping us develop insights and conduct data analysis to improve the delivery of 

our products, services, enhancing our customer relationships and to effectively 

manage risks; 

v. understanding your interests and preferences so we can tailor digital content; 

vi. when you or your customers provide us with feedback or make a complaint; 

vii. when you visit our website or use our mobile or tablet applications and we may 

use technology called ‘cookies’ which can record information about your visit or 

use of our site and applications; 

viii. when you or your customers talk to us, or do any business with us;  

ix. when you access a social media page operated by us and any information you 

have disclosed in connection with that social media service (please note that we 

will never ask you to supply personal information publicly over Facebook, 

LinkedIn, Twitter or any other social media platform that we use); 

x. we may also collect information from third party websites, applications or 

platforms containing our interactive content or that interface with our own 

websites and applications; or 

xi. when you talk to us, or do business with us. 
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c) From time to time, in order for us to perform the functions and/or activities described 

above we may collect or share personal information about you with third parties or 

organisations described below: 

i. our related entities and other organisations with whom we have affiliations (if 

any) to facilitate our and their internal business processes; 

ii. other organisations, who jointly with us, provide products or services to you or 

with whom we partner to provide products or services to you; 

iii. third party service providers, who assist us in operating our business (including 

but not limited to regional and interstate settlement agents, credit reporting 

bodies, insurers, re-insurers and technology service providers), and these service 

providers may not comply or be required to comply with our privacy policy; 

iv. other available sources of information in government agencies, regulatory 

bodies, government registries, law enforcement bodies in any jurisdiction, credit 

reporting bodies and public information in public registers; 

v. your representatives (including your legal adviser, mortgage broker, lender, 

financial adviser, insurer, executor, administrator, guardian, trustee, or 

attorney); 

vi. our financial advisers, legal advisers, auditors or organisations involved in a 

corporate re-organisation or involved in a transfer of all or part of the assets or 

business of our organisation; 

vii. organisations involved in the payments systems including financial institutions, 

merchants and payment organisations; 

viii. organisations required to assist us discharge our legal requirements (e.g. the 

provision of a tax file number under the Income Tax Assessment Act, the ‘know 

your client’ requirements under the Anti- Money Laundering and Counter-

Terrorism Act and the responsible lending and identification requirements under 

the National Credit Code and associated Land Title, Personal Property and 

Property Law legislation); 

ix. we may use or disclose your information to comply with our legislative 

x. or regulatory requirements in any jurisdiction and to prevent fraud, criminal or 

other activity that may cause you, us or others harm including in relation to our 

products or services; 

xi. as required or authorised under Privacy Laws or other applicable law; 

xii. where you have given your consent for us to do so and/or where you have given 

your consent to your product/service provider that we act for; or 

xiii. where we notify you during our dealings and /or we disclose it in our Privacy 

Policy. 

d) We may also use or disclose your personal information for a secondary purpose where 

the use or disclosure is required or authorised by or under an Australian law or a 

court/tribunal order, or if a permitted general situation applies. 
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8. PERSONAL INFORMATION NOT REQUESTED  

If we receive personal information about you that we had not requested directly from you or 

from another party, we will decide whether we could have collected the information in 

accordance with this Privacy Policy and applicable Privacy Laws. 

 

If we decide that we could: 

a) have collected the information then we will keep the information and handle it in 

accordance with this Privacy Policy and applicable Privacy Laws; and 

b) not have collected the personal information in accordance with this Privacy Policy and 

applicable Privacy Laws, then we will destroy or de-identify the information if it is lawful 

and reasonable to do so. 

9. DE-IDENTIFYING PERSONAL INFORMATION 

We may also de-identify your personal information which we have collected for the purposes 

described in this Privacy Policy. As a result, this Privacy Policy and Privacy Laws will generally not 

apply to our use of de-identified information. However, we will continue to safeguard this de-

identified information. 

10. HOW DO WE HOLD AND PROTECT YOUR PERSONAL 

INFORMATION? 

a) Much of the information we hold about you will be stored electronically. We store some 

of your information in secure data centres that are located in Australia. We also store 

information in data centres of our contracted service providers (including cloud storage 

providers), and some of these data centres may be located outside of Australia. 

b) Some information we hold about you will be stored in paper files. 

c) We use a range of physical, electronic and other security measures to protect the 

security, confidentiality and integrity of the personal information we hold both in 

Australia and overseas. For example:  

i. access to our information systems is controlled through identity and access 

management controls;  

ii. employees and our contracted service providers are bound by internal 

information security policies and are required to keep information secure;  

iii. all employees are required to complete training about privacy and information 

security; and 

iv. we regularly monitor and review our compliance with internal policies and 

industry best practice. 

d) The security of your personal information is important to us. We take reasonable 

measures to ensure that your personal information is stored safely to protect it from 

misuse, loss, unauthorised access, modification or disclosure, including electronic and 

physical security measures. 



 

8 
V7.0 Oct 2023 

e) We cannot ensure the security of any information that you transmit to us over the 

internet and you do so at your own risk. Our website links to external websites and we 

take no responsibility for the privacy practices or the content of these other sites. 

f) We will not sell your personal information to other companies or organisations without 

your prior consent. 

11. CAN YOU REMAIN ANONYMOUS OR USE A PSEUDONYM WHEN 

DEALING WITH US? 

Where it is lawful and practical to do so, you may wish to deal with us without providing any 

personal information, such as by providing a pseudonym or dealing with us anonymously, when 

you make general enquiries. However, in order to provide some of our services to you, we may 

need to identify you. 

12. OVERSEAS RECIPIENTS 

Prior to disclosing your personal information to an overseas recipient, unless a permitted 

general situation applies, we will take all reasonable steps to ensure that: 

 

a) the overseas recipient does not breach the Australian Privacy Principles; or 

b) the overseas recipient is subject to a law, or binding scheme, that has the effect of 

protecting the information in a way that, overall, is at least substantially similar to the 

way the Australian Privacy Principles protect the information; or 

c) you have consented to us making the disclosure.  

 

Acceptance of any of our services via an application in writing, orally or electronic means will be 

deemed as giving consent to the disclosures detailed herein. 

13. ACCESS TO AND CORRECTION OF YOUR PERSONAL 

INFORMATION 

You can request, at any time, for us to inform you of the personal information we hold about 

you. You can also ask for corrections to be made. 

 

There is no fee for requesting that your personal information is corrected or for us to make 

corrections. In some limited circumstances, there may be a reasonable charge for giving you 

access to your personal information. This charge covers such things as locating the information 

and supplying it to you. 

 

We usually respond to you within 30 days of receiving your request. 

 

We may refuse to give you access to the personal information we hold about you if we 

reasonably believe that giving access would pose a serious threat to the life, health or safety of 

an individual, or to public health or safety, where giving access would be unlawful, where giving 
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access would have an unreasonable impact on the privacy of other individuals, or if we consider 

the request to be frivolous or vexatious. 

 

If any of the information we hold about you is inaccurate, out of date, incomplete or irrelevant, 

please contact us. 

 

If you wish to access or correct any of the personal information we hold about you, please write 

to us, email us or contact us by telephone using the details listed in Item 1 of the Schedule. 

 

If we refuse to give you access to or to correct your personal information, we will give you a 

notice explaining our reasons except where it would be unreasonable to do so. If we refuse your 

request to correct your personal information, you also have the right to request that a 

statement be associated with your personal information noting that you disagree with its 

accuracy.  

 

If we refuse your request to access or correct your personal information, we will also provide 

you with information on how you can complain about the refusal. 

14. NOTIFIABLE DATA BREACHES 

From February 2018, the Privacy Act includes a new Notifiable Data Breaches (NDB) scheme 

which requires us to notify you and the Office of the Australian Information Commissioner 

(OAIC) of certain data breaches and recommend steps you can take to limit the impacts of a 

breach (for example, a password change). 

 

The NDB scheme requires us to notify about a data breach that is likely to result in serious harm 

to affected individuals. There are exceptions where notification is not required. For example, 

where we have already taken appropriate remedial action that removes the risk of serious harm 

to any individuals. 

 

If we believe there has been a data breach that impacts your personal information and creates a 

likely risk of serious harm, we will notify you and the OAIC as soon as practicable and keep in 

close contact with you about the nature of the breach, the steps we are taking and what you can 

do to reduce the impacts to your privacy. 

 

If you believe that any personal information, we hold about you has been impacted by a data 

breach, you can contact us using the contact details below. 

15. COMPLAINTS  

MSA National is committed to resolving your privacy complaint as soon as possible and we will 

endeavour to help resolve any problems or complaints efficiently. 

 

If you have a question or complaint about how your personal information is being handled by us, 

our affiliates or contracted service providers, please contact us first. 
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We will make a record of your complaint and take steps to correct any deviation from Australian 

Privacy Principals. 

 

We will acknowledge your complaint within seven days. We will provide you with a decision on 

your complaint within 30 days. 

 

If you are dissatisfied with our response, you may make a complaint to the Privacy 

Commissioner. Please note the OAIC requires any complaint must first be made to the 

respondent organisation. The law also allows 30 days for the respondent organisation to deal 

with the complaint before a person may make a complaint to the OAIC.  

 

The Commissioner can be contacted at: 

Office of Australian Information Commissioner GPO Box 5218 

Sydney NSW 2001 

Phone: 1300 363 992 

Email: enquiries@oaic.gov.au 

Website: www.oaic.gov.au  

16. HOW WE MAY CHANGE THIS POLICY 

We may amend or update this Policy at any time.  Any changes to our Privacy Policy will be 

published on our website. 

mailto:enquiries@oaic.gov.au
http://www.oaic.gov.au/

